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Introduction/Background
I am delighted to be able to share with you Griffiths & Armour’s new approach to 
managing your cyber risks in universities. 

The information you will find in this guide is a culmination of several months’ of research carried out 
by our Cyber Risks team which included a comprehensive review of what is currently available to 
universities like yours who are seeking to proactively manage their exposure to Cyber Risk. 

The insight we have gathered during our research has enabled us to develop a methodology which 
is comprehensive in its approach and unique in terms of the value it will deliver for your organisation.

In the wake of Covid-19, with more colleagues working from home and greater online teaching, 
Universities Cyber Risk has changed.  Business Continuity and Cyber Security was already 
positioned as one of most Universities top 5 business risks and the current environment makes 
understanding your Cyber risk posture even more important.  

Recent attacks highlight the potential for vulnerabilities via software providers such as Blackbaud 
and having a clear and swift crisis response can dramatically mitigate the impact of a data breach.  

The aim of our approach is to really understand your specific university’s risk.  This can 
enable us to highlight your positive risk features to insurers so that they don’t apply a generic 
underwriting process to your risk or fall back on pre-conceptions about the University sector 
(and to capture the positive improvements your university may have made in recent years).  

• The proportion of UK universities achieving Cyber Essentials certification has almost trebled 
in a year.

• Figures also show nearly three-quarters of higher educational providers now have dedicated 
staff for cyber security.

The aim of our Cyber Audit is to really understand what you are doing specifically to manage 
your risks which will allow us to position any approach for insurance protection appropriately.

Our approach to managing your Cyber Risk is different because it recognises the unique 
differences of your business as the cornerstone of our solution. Furthermore, in a period 
of consolidation and mergers in the insurance broker sector, we take great pride in our 
independence, always putting your interests first. By being truly independent, we retain access 
to the widest choice of insurer offerings, which in turn ensures we can deliver a cyber solution 
that gives your organisation peace of mind and outstanding value.

Thank you for taking the time to read more about our approach, I hope 
you find the contents of interest and would welcome an opportunity to 
discuss how we can help your university to review your current Cyber 
Risk requirements.
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Assess
Understanding your universities cyber risk profile 

& Evaluating your exposures



Understanding your cyber risk profile
Off-the-shelf cyber insurance products are more readily available than ever. However, 

without a full evaluation of your exposures, and the risk control and insurance measures 

required, there is a likelihood of paying for a policy which doesn’t provide value or of 

greater concern leaves you exposed to unquantified risks.

IS A traditional APPROACH REALLY RIGHT FOR YOU?
The traditional method can be characterised by the following:

• Proposal form driven with little support provided for completion

• Broker facilities with limited or single insurer market access

• Failure to take full account of risk control measures

• No evaluation of true exposure

• Potential for non-disclosure of material facts

This restrictive and potentially inadequate approach to addressing cyber risks could leave 

you and your university exposed. 

DOES YOUR CYBER INSURANCE STRATEGY RECOGNISE YOUR RISK PROFILE?
We believe the correct risk solution for your organisation requires full consideration of your 

cyber risk profile including the:

• Nature of cyber threats you face

• Reliance you place on IT systems

• Potential magnitude of financial and reputational exposures

• Control measures already in place
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evaluating your exposures
Our Cyber Maturity Assessment allows you to truly understand and evaluate your 
exposures. The principle outcomes are that the key risks and their control measures 
are established, the exposures are quantified and opportunities to further enhance 
protections are identified. 

CYBER MATURITY ASSESSMENT
Our Cyber Maturity Assessment focuses on the following key areas: 

IT security policies and 
standards

Configuration

Malware protection

Perimeter protection

Patching

Penetration testing

Vulnerability scanning

Payment card transactions

Social Engineering

Personal and confidential 
information profile

Data protection policies

Data location and sharing

Encryption

Retention of data

Hardware and media 
disposal

Business impact assessment

Recovery time and point 
objectives

Business continuity planning

Single points of failure

Network and system 
resilience

Data back up and disaster 
recovery facilities

System Security

Data Protection

resilence and business continuity
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Protect
Enhancing your University cyber defences 

& Transferring the risk
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simulation testing
Incident simulation and 
testing of response plans

monitoring
Cyber security risk 
management through 
‘Dark net’ activity monitoring

defence
Defence against domain-
based threats by identifying 
communication with malicious domains 
and redirecting internet traffic

Artifical Intelligence
Advanced artificial intelligence 
and endpoint protection 
services to protect against the 
most sophisticated malware

ai

enhancing your cyber defences
The sophistication of cyber attacks is ever-increasing. It is therefore essential that cyber 
security strategies constantly evolve in response to these developing threats. 

CYBER DEFENCE SOLUTIONS
We offer a holistic range of solutions providing specialist expertise and support to ensure 
you are protected.

cyber security
Cyber security and data 
protection training for 
employees and specialist IT 
team security training

guidance
Regular risk bulletins to 
keep you updated on the 
latest threats

assessments
Online cyber security 
assessments and vendor 
security ratings to assess 
your key suppliers

RISK

scanning
Vulnerability scanning and 
penetration testing



Transferring the risk
Cyber insurance is more readily available than ever. As more insurers enter the market, 
capacity and competition increase, and products standardise. However a ‘one size fits 
all’ approach is not always appropriate.

INSURANCE PLACEMENT STRATEGY
It is important that insurance cover reflects your risk profile and key factors for your 
organisation, such as:

• Outsourcing 
• Contractual conditions 
• Relationships with third parties
• Existing insurance programme and 

importance of dovetailing cover
• Global requirements

Our unique approach enables us to 
differentiate your risk and negotiate the 
best cover available, reducing overall cost, 
while ensuring a full disclosure to insurers.

Categories of cover
Core cyber covers are typically categorised 
in the diagram overleaf and a number of 
extensions are often available including:

• Telephone hacking
• Funds transfer 
• Consumer redress fund
• Criminal rewards
• System outages
• Bespoke extensions to cater for your 

individual requirements

“Cyber risk was an area INTO wanted 
to review with a view to strengthening 
insurance cover. In order to ensure 
that the risks were understood and 
the increased costs of cover could be 
justified Griffiths & Armour undertook a 
Cyber Risk Assessment, pulling together 
information from key stakeholders 
across our business. 

This enabled us to take a view on our risk 
and identify key areas to communicate to 
insurers when seeking quotations.

INTO is a Global business with numerous 
sites and partnerships with University 
JV Partners and so we needed to 
summarize the risk simply for insurers 
and stakeholders. Griffiths & Armour’s 
Cyber Risk Assessment enabled us to 
do this and ultimately we were able to 
place a programme covering our UK and 
international operations, which would 
have proven difficult without putting in 
the legwork before engaging insurers.”

Sarah Plaskett
INTO University Partnership 
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Event Management
Emergency Incident Response. 
Incident management expertise 

and professional services. 
Notification. Credit and ID 

monitoring. Regulatory and 
Investigation costs.

Business Interruption
Loss of income.

Additional costs.

Privacy
Breach of privacy.

Failure to comply 
with regulations.

extortion
Cash / Expenses.

Consultancy fees.

Recovery
Remediation. Reconstruction.

Removal of malware.

network security
Network security failure and 

transmission of malicious code. 

Media
Disparagement. Misappropriation.

Libel / slander infringement.

CYBER INSURANCE SOLUTIONS
Working in partnership with you we will ensure that you have an insurance solution which is 
completely tailored to your requirements. 

Areas to consider include:



respond
crisis management



crisis management
Your ability to respond promptly and effectively, particularly in the early stages, 
is paramount in mitigating potential financial and reputational damage to your 
organisation. Implications can be much longer term if a breach is not handled well.

Emergency Incident Response
Emergency incident response is a key element of an effective cyber risk solution. 24/7 incident 
management services allow you to contain the incident and coordinate your response, 
including compliance with regulations, providing access to relevant expertise as well as an 
indemnity for their costs including:

• Legal and regulatory 
• Forensic IT 
• Public relations 

A typical cyber incident response might develop as follows:
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Triage call with major stakeholders. Forensic expertise establishes 
extent of what is affected. Specialists appointed. Action plan initiation. 
Immediate mitigating actions recommended.

0 
hours

3 
hours

24 
hours

48 
hours

Investigations underway. Legal expertise: data protection 
regulations, compliance, and action required. PR consultancy to 
mitigate reputational damage. Regular updating of stakeholders.

Immediate mitigating steps continue and longer term strategy 
established. Investigations concluded. Notification to regulators. 
Policy coverage established.

Immediate notification. Incident initially notified via 24/7 
helpline. Full details provided by yourselves. Incident 
Manager appointed.



conclusion 
and next steps



Conclusion
At Griffiths & Armour, our focus is on providing our clients with a risk management 
solution which tailored to their business needs and requirements. Our relationship with 
clients is based a strong partnership approach, with an emphasis on transparency, 
communication and trust.

Next steps
We are a different insurance broker. Many of our clients 
view us as a natural extension of their team and regularly 
comment that this is where we add most value. We not 
only identify and purchase the right insurance in first class 
markets, we continually offer practical and pragmatic 
advice and guidance, giving our clients peace of mind, 
helping them stay focused on achieving their wider 
business objectives.

Contact us today and benefit from a new approach, 
assessing, protecting and responding to your Cyber risks.
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“In a post Covid-19 
environment with 
greater online teaching 
and working from 
home Universities 
Cyber Risk is changing.  
Our process looks to 
really understand your 
University’s specific 
risk and mitigations to 
advise you properly on 
risk management and 
transfer options.  We 
would be delighted to 
arrange a call to discuss 
this further with you”

Respond
Immediately in a crisis
with specialist support
to minimise financial

and reputational
damage

Assess 

Your cyber risk profile
and quantify your

cyber risk exposure

Protect
Your organisation by
enhancing your cyber
defences and ensuring

you have the right
insurance solution

Nick Fitzgerald
cyber risks team

 +44 (0)161 817 4466

       +44 (0)7824 862486                                  

  nfitzgerald@griffithsandarmour.com

 



Supportive

Personal

Proactive

Reliable

Our Values:



& that’s the difference

®

griffithsandarmour.com

Insurance Brokers is a division of Griffiths & Armour, a partnership which is authorised and regulated by the Financial Conduct 
Authority in the United Kingdom. Risk management services are not regulated by the Financial Conduct Authority.
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